In order to build a local electricity market (LEM), community members can trade electricity peer-to-peer (P2P) with their neighbors. This paper proposes a Hierarchical Bidding and Transaction Structure based on blockchain (HBTS). First, combined with the multi-agents, each microgrid corrects the estimated cost probability distribution of other microgrids by Bayesian theorem, making its probability closer to the accurate probability. Second, for maximize the benefits of the microgrid, this paper uses the Nash equilibrium in the Cournot model to find the optimal quotation and output of different bidding strategies for the microgrid under different power demand conditions. Then the exchange of electricity translates into an exchange of digital proof of electricity purchases and sales of electricity on the Hyperledger Fabric, ensuring the security of the transaction process and the irreparable modification of ledgers. Finally, we verify the effectiveness of the bidding strategy through experiments, and analyze the transaction process.
Introduction
With the advocacy of renewable energy resources (REs) around the world, more and more renewable energy resources have been introduced into the current energy structure [1] . As a consequence, providers of RE have been participating increasingly in the free electricity market [2, 3] . This facilitates the establishment of a local electricity market (LEM), which provides users with more choices but also brings the challenge of the transaction management [4] . For example, Li, Y. et al. [5] [6] [7] especially discussed the optimal scheduling of an isolated microgrid to minimize the cost of the microgrid and promoted transactions between users and the microgrid. Furthermore, ensuring the safe and autonomous trading of the LEM has received increasing attention.
REs are usually located in different regions and operate independently. In order to achieve a reasonable allocation of resources and sufficient flexibility, an integrated community energy system (ICES) has been proposed as an efficient approach to coordinate distributed energy resources and reorganize local energy systems [8] . However, this method relies too much on the processing performance of the central management organization, and the efficiency in clearing and settlement is low. As an emerging distributed database technology, blockchain technology has the data transparency and reliability that make it suitable for data analysis and decision making of decentralized system structures. Using blockchain to solve the existing problems in the power market has become a hot topic [9] . The transparency and traceability of blockchain can solve the trust problem between participants in smart grid [10] . In [11] , Aitzhan et al. use blockchain to ensure the security and privacy of energy transactions. However, since the transaction is based on the public blockchain of Bitcoin, the consensus that proof-of-work takes most of the time. In combination with the transaction algorithm of power market, Mengelkamp et al. [12] realized a decentralized market trading platform by building a private Ethereum blockchain with a double auction mechanism, which to some extent improved the efficiency of trading, but did not give too much detail on how to deal with the problem of miners' expenses. In [13] , Mengelkamp also pointed out that blockchain technology can enable consumers and producers to trade their own energy in the microgrid energy market in the form of peer-to-peer (P2P), and the regulation needs to be adapted before microgrid energy markets can be commercially implemented.
Building on the current literature, this paper introduced in detail how to apply Hyperledger Fabric to the microgrid power market. In order to guide producers to make reasonable quotations and get maximum benefits, we proposed to use Bayesian correction to predict other microgrid bidding strategies more accurately, thus giving the optimal quotation and output suggestions. At the same time, the transfer mode of Hyperledger Fabric ensures the security of transactions.
Although there have been many studies on P2P transactions between microgrids, e.g., [14] [15] [16] , they only provide descriptions of various P2P models for power networks [17] , but ignore the discussion of transaction data security. Or, e.g., [10] [11] [12] [13] , they only illustrate the data security protection that blockchain technology can bring to the transactions between microgrids, but lack the bidding strategy guidance between microgrids to enable each microgrid to maximize their respective benefits and promote Transactions between microgrids. Therefore, to the best of our knowledge, the use of blockchain technology to build a trusted transaction platform between microgrids and to promote the development of microgrid through reasonable bidding strategy are yet to be investigated.
The main contributions of this work can be summarized as follows:
1. In view of the shortcomings of the existing microgrid transaction architecture model, this paper proposes a new model HBTS and illustrates the feasibility of the model in detail. 2. In order to maximize the revenue of each microgrid, this paper proposes an improved bidding algorithm based on Bayesian to provide more accurate bidding strategy guidance for microgrid providers when the total power of microgrid meets the market demand.
The rest of this paper is organised as follows. Section 2 gives some background on P2P transactions between microgrids and blockchain technology. In addition, a comparison between different existing architectures is described. Section 3 details the model proposed in this paper and the establishment of the bidding model. Section 4 reflects the test results conducted to evaluate the bidding method presented in this paper. Finally, Section 5 provides some conclusions.
Literature Review

P2P Transactions in LEM
With the continuous advancement of technology and the reduction of component costs, local energy generation is increasingly welcomed by energy consumers. This production facility in the consumer sector is known as the Microgrid (MG): a small-scale power network that can use its own energy resources to power one or more small communities. In [18] , Wu et al. has pointed out that the existence of local energy market provides new opportunities for the energy consumers and the distributed energy sellers to perform the local energy trading in a cooperative manner such that they all can benefit. Nowadays, more and more families can generate their own energy through solar panels, wind turbines, or other renewable energy sources, instead of simply relying on the grid [19] . In order to facilitate the sale of the surplus electricity to other users who need to purchase electricity at a reasonable price, thereby ensuring the collective minimization of energy costs, and possibly maximizing personal interests. This development is setting the scene to a new paradigm: peer-to-peer electricity trading [19] .
In fact, there are several P2P energy trading projects and experiments underway worldwide. As mentioned in literature [20] , Piclo, Vandebron, Yeloha, SonnenCommunity, and others are all national or regional online platforms supporting P2P energy transactions. The owners of these platforms play the role of suppliers in the power industry. They only pay attention to the development of business models, but ignore the possibility of introducing these models into the smaller local energy market. Since P2P electricity trading is still at an early stage in business, studies are focused on what technology to use in that trading. In [21] , Alam et al. used a centralized architecture Application platform to solve P2P transactions in the microgrid. However, adding a central entity to process information introduces unnecessary communication delays between nodes, and the central entity may change the price of electricity for its own benefit. To this end, users urgently need to provide autonomous services to help with complex decision-making tasks. The Multi-Agent system is widely recognized as an effective and promising tool for ensuring communication between existing smart grid systems [22] . In [23] , Morstyn et al. implemented a P2P energy trading for real-time and forward markets of prosumers. Each agent's preferences that capture upstream-downstream energy balance and forward market uncertainty are included in the proposed framework. In order to achieve a full P2P market, so that two peers can reach a transaction on a certain amount of energy and price without centralized supervision, Sorin et al. [24] proposed a full P2P market design between producers and consumers, which relies on a multi-bilateral economic dispatch. P2P structures include product differentiation, where consumers can express their preferences, such as local or green energy. In [25] , Jogunola et al. discussed and compared different P2P architecture in energy network in detail, including structured and unstructured architecture, providing good reference value for micro-grid network planners to use P2P architecture to better construct or organize their networks. Structured models [26, 27] usually build topologies through distributed hash table technology [28] , which can theoretically provide fast and efficient information search capabilities for networks. However, consumer data privacy is vulnerable to attacks due to deterministic structured architecture; the nodes in the unstructured model [29, 30] are randomly connected to each other, so the complete P2P structure can achieve high performance and the problem of Single Point of Failure (SPoF) can be solved. However, because nodes can join and leave at will, the network fluctuates and may be attacked by malicious nodes.
Blockchain-Based Microgrid
As described in [31] , there are many other ways to realize P2P energy transaction. While blockchain technology is the backbone behind the cryptocurrencies that have appeared in recent years, it can be a key technology for the deployment of P2P market in the energy sector [32] . Blockchain technology is essentially a decentralized distributed data storage technology. Through point-to-point transmission, cryptography ensures that data records between blocks are correlated, making transaction records unforgeable and modifiable [33] . As a result, it has been widely used in the energy Internet in recent years.
In 2014, Mihaylov et al. [34] first applied the blockchain technology to the smart grid, and through the proposed new virtual currency, called NRGcoin. The locally produced renewable energy was directly converted into NRGcoin, through this new trading mechanism. Encourage consumers to balance production and consumption in their own interests to achieve demand response. In [13] , Mengelkamp et al. designed a blockchain-based energy network concept and evaluated the case study of the Brooklyn microgrid, the world's first project to promote P2P energy trading on the blockchain. Li et al. [35] proposes a credit-based payment scheme to support fast and frequent payment, and to solve the transaction restrictions caused by the acknowledgment delay on the blockchain during P2P energy transactions. In [12] , Mengelkamp et al. provides a decentralized marketplace for energy producers and consumers through private chains, enabling local energy transactions without the need for a central intermediary. In [36] , Munsing used the smart meters of each building to act as compute nodes in the blockchain network, build private Ethereum chains, and use smart contracts to solve trust, security and transparency issues. Promote decentralized coordination between untrusted agents, thereby avoiding the risk of monopolizing price manipulation and privacy issues.
All kinds of distributed consensus algorithms in these literatures provide unique characteristics, advantages and disadvantages. As summarized in [9] , the methodology used for reaching consensus in blockchain networks determines to a large extent key performance characteristics such as scalability, transaction speed, transaction finality, security, and spending of resources such as electricity.
Consensus Mechanism in Blockchain
Since there are many types of consensus mechanisms [9] , we chose the top three for a brief introduction.
(1)
Proof of Work (PoW). In 2009, Satoshi Nakamoto applied the PoW in the Bitcoin blockchain network as the consensus mechanism for the whole network consistency. In this mechanism, each node on the network uses the SHA256 hash algorithm to compute the hash value of a constantly changing block header. The consensus is that the value must be equal to or less than a given value. In a distributed network, all participants need to use different random Numbers to continuously calculate the hash value until the target is reached. When one node has an exact value, all the other nodes must verify with each other that the value is correct. After that, the transactions in the new block will be verified to prevent fraud. The advantage of PoW is complete decentralization and distributed ledger. The disadvantages are also very obvious. Due to a large amount of resource waste caused by mining and a long time for PoW to reach a consensus, the 10-min block generation process makes it difficult to meet the requirements for commercial use. (2) Proof of Stake (PoS). Criticism to PoW led to an alternative algorithm being proposed broadly known as PoS. PoS is an energy saving alternative to PoW. It does not require users to find a random number in an unrestricted space. Instead, it is a system that provides corresponding interest according to the amount and time you hold certain digital coins. There are still some problems in mining, but the difficulty of mathematical problems is related to the age of the coinholder. In short, the longer coins are held by the holder, the simpler the puzzle becomes, thus shortening the time required for the blockchain consensus as a whole. However, the low cost of mining increases the possibility of attack, and nodes in the network still need nodes in the network for mining calculation in essence. (3) Practical Byzantine Fault Tolerance (PBFT). The practical Byzantine fault tolerance algorithm was proposed by MiguelCastro of MIT in 1999, it is the first practical consensus algorithm to realize Byzantine fault tolerance in asynchronous distributed network. Now the PBFT algorithm is a key component of building most modern blockchain systems using a voting-based consensus approach. Transactions are individually validated and signed by known validator nodes, which makes the PBFT more suitable for trusted environments than public permissionless ledger applications. When enough signatures have been collected, the transaction is considered valid and a consensus is reached. PBFT provides instant finality because blocks that have been globally validated cannot be reversed. Hyperledger, an open-source project led by the Linux foundation, currently uses just such a consensus mechanism.
The above listed studies prove that P2P is a suitable architecture for microgrid transactions. However, most of them have common limitations, including: (1) Focusing on the theoretical background of P2P architecture but neglecting the discussion of transaction security; (2) No description of important bid strategies that promote transactions between microgrids. Table 1 presents a summary of the literature reviewed. 
The Proposed HBTS
Hierarchical Bidding and Trading System Based on Blockchain
In order to realize the secure transaction between microgrids and promote the use of local distributed clean energy, this paper proposes a bid-transaction model of hierarchical combined agents for fair bidding and Fabric security transactions between microgrids, as shown in Figure 1 . It mainly consists of three layers: the user layer, the agent layer, and the blockchain layer. The details of each layer are as follows. 
User layer
In this system, the user layer mainly has consumers, power producers, and main power grids, and consumers can also be power producers (when a certain resident has clean energy, there is still a surplus in satisfying their own needs). In order to complete the data collection of each user and sort out the needs of each user to facilitate the transaction of microgrid, we propose to introduce some advanced smart devices in each user, which is mainly used to obtain the user's electricity information and submit it to the upper level for sorting out the user's needs. In order to ensure the security and privacy of data, each smart device is equipped with an encryption module, which encrypts the information before transmission.
Agent layer
The traditional power grid adopts centralized control mode, and acts in accordance with the command and decision of the central node of the network. However, due to the heavy control and operation burden of the central node in normal operation mode, the centralized functional platform is difficult to respond to the personalized requirements of various devices in the micro grid, which reduces the flexibility of microgrid operation and limits the system scalability. Due to the strong autonomous ability of Agent, in the dynamic environment, multi-agent systems (MAS) can intelligently perceive changes in the field environment and make flexible responses to work requirements. Its basic structure is that each lower Agent has complete intelligence and can act independently. Several lower-level agents follow the instructions of one upper-level Agent, so that they can coordinate with the scheduling of the upper-level Agent to realize the overall action. This structure allows MAS to combine the advantages of a centralized and distributed platform.
The Agent layer plays a connecting role in the model proposed in this paper. In order to adapt to the characteristics of distributed energy in microgrid and the characteristics of blockchain, this paper proposes to use hierarchical multi-agent technology to coordinate the data processing of micro grid.
Each end user includes some Agents with different functions, namely Load Agent (LA), Distributed Generation Agent (DGA), and Grid Agent (GA). These agents and the specific interaction mode of the agent layer are shown in Figure 2 . The LA sends its own demands to the Micro-Grid Agent (MGA), while the DGA sends its own status parameters to the MGA. MGA is responsible for submitting the purchase demand and reasonable producer bidding strategy to the market mechanism Market Mechanism. In other words, the MGA is able to initiate transactions to the power market through user-defined rules to complete the electricity sale process of bidding strategy or the process of power purchase by the user. After MGA completes the matching process between the two parties, in order to ensure the safe and reliable transaction, the two parties will conduct the transaction on the platform based on Fabric and record the details of each transaction on the block chain.
Blockchain layer
The coverage and users of the local energy market are relatively certain. Based on this kind of credible environment, it is reasonable to set permission mode to enter the blockchain network. Transactions in the local energy market often involve large amounts of small and frequent transactions, so the investment in hardware, the waste of resources from mining, and the fees of confirming transactions are not negligible. Both Bitcoin and Ethereum have some insurmountable problems. For example, first of all, the transaction efficiency is low, and the entire network of Bitcoin can only support about 7 transactions per second. Second, the certainty of the transaction cannot be guaranteed. Finally, the mining mechanism used to reach consensus will result in a great waste of resources. Therefore, we propose to use Fabric as the platform for microgrid transactions. The transaction process of fabric can be summarized as Figure 3 . Compared to other public chains, Fabric introduces member management services. The current model is based on a trusted third-party organization, the certification authority CA, to issue certificates. Therefore, each participant can only access the fabric system after providing the corresponding certificate to prove identity. That provides management convenience for us to establish a local microgrid trading market. In addition, each peer node connected to the fabric shared ledger holds a copy of the ledger. As shown in Figure 4 , the ledger consists of two parts: the Block part of the chain structure and the World state part of the storage state data. Among them, the Block part stores information about all transactions, only the query can be added, and cannot be deleted. The World state section stores the most recent value of all variable key-value pairs in the transaction log. So the transaction completed on Hyperledger Fabric and will be record the details of it to ensure the system safety and reliability. Through the detailed analysis of the model proposed in this paper, it can be seen that due to the flexible scalability of the agent layer MAS, new users, and their related facilities can be flexibly added without changing other infrastructure. For the blockchain layer, the peer node responsible for handling user transactions can also easily join the network. Therefore, the model proposed in this paper can be easily extended to transactions between microgrids in a wider range.
In a free market environment, sellers usually gain more benefits through game theory. In the traditional game competition, the transaction information of other e-commerce vendors need to wait for the unified release of the grid Trading center. The trading platform based on block chain technology, the transparency and traceability of information make market competition form a trusted distributed system without central dependence, which can quickly respond to market information, thus saving a lot of time and improving the flow rate of information. In other words, the agent layer MGA can quickly calculate the appropriate bidding strategy, thereby improving the efficiency of the whole system. The operation of the whole system can be summed up in Figure 5 . Since bidding strategy plays an important role in the system, we will introduce it in detail in the next section. 
Description of the Bidding Strategy
In the electricity market, producers can maximize their profits through strategic bidding. Considering the privacy of personal information, some producers may not want to share their accurate strategic information. Their bidding process can be described as a non-cooperative game process with incomplete information. Before the establishment of power market with microgrid, this paper assumes the following assumptions for the model.
•
The information of each microgrid is obtained through the electricity market trading center, and the information of the cost function of other microgrids is basically the same. Besides knowing their own real production cost, they do not know the production cost of other microgrids.
There is no collusion and cooperation among microgrids.
The total supply in the market equals the demand, i.e., the balance between supply and demand.
Assuming that there are N microgrids bidding for electricity in the current electricity market, and each microgrid only knows its own cost. A microgrid can know how many possible types of other bidding microgrid based on historical data, and estimate the probability distribution of competitors by publishing information.
Suppose the cost function of microgrid i is:
where P i is the output of the microgrid i, C (P i ) is the total cost of the microgrid i, a i , b i , and c i are cost constant coefficients. The profit of microgrid i is:
where ρ is the electricity price at that moment. It is assumed that microgrid i has t different types, and each type corresponds to a production cost function. They are independent of each other. The probability distribution is as follows.
In order to make the probability prediction of other microgrids more close to the real probability, we propose to use Bayesian theorem to update the probability in Table 2 . Table 2 . Probability Distribution of Production Cost for the i th Microgrid.
In this equation, p nm ij represents a posteriori probability. In other words, when the cost function of type n is selected for micro grid i, the probability under type m cost function of micro grid j is re-evaluated. p C m j denotes a prior probability of selecting a cost function of type m for microgrid j. p C n i |C m j is a conditional probability, which can be estimated by historical data of transactions. Therefore, in the case of microgrid i choosing type n cost function, the above Table 2 can be updated as Table 3 . Table 3 . Posterior Probability of Microgrid j for Selecting Type n Cost Function of Microgrid i.
Take microgrid 0 as an example, let the selected cost function be type 1, the cost function is known as:
Then the cost expectation of the microgrid i is:
At this point, according to the Harsanyi transformation [37] , the game model has changed from an incomplete information game to a complete information imperfect game model. In this complete information game, the Nash equilibrium can be used to solve it. From Equation (1), the profit function of the microgrid i is:
In the Formula (1), ρ is the electricity price for this moment. From the equilibrium conditions of the Cournot model:
According to the assumption of supply and demand balance, the total output power P of all microgrids is determined by the coincidence prediction of the time given by the power market trading center.
From Equations (7)- (9), the microgrid 0 obtains its own optimal bidding power after estimating other power plant conditions:
According to the cost function, the expected value of the marginal cost price of the microgrid 0 can be obtained, and this is the opt quotation.
So, ρ 0 , P 0 is the best bidding strategy of the microgrid 0.
Case Study
Pre-Set the Parameters of Microgrid
Because it is difficult to collect the data of power market with microgrid, based on the analysis and study of the bidding strategy of microgrid and considering the fluctuation of the bidding strategy of microgrid, we assume that the microgrid data is as shown in Table 4 . Each microgrid has the accurate probability under high, medium and low cost functions and the probability of being guessed by other microgrids. With microgrid 1 as the reference object, microgrid 2 and microgrid 3 are competitors. According to the historical data analysis of microgrid 1 transaction, when other microgrids choose different cost types, the corresponding conditional probability of microgrid 1 is shown in Table 5 . Table 5 . Conditional Probability of Microgrid 1. 
Results
Take microgrid 1 as an example. According to Bayesian theorem as Equation (3), when microgrid 1 chooses high bidding strategy, the probability of microgrid 2 choosing high bidding strategy can be updated as shown in Equation (12) , while the probability of microgrid 2 choosing low bidding strategy can be updated as shown in Equation (13) .
The specific probability updates of the microgrid 1 are as shows in Table 6 . Table 6 . Posteriori Probability Obtained by Microgrid 1. By using the posterior probability in Table 6 and Equation (3), the estimated bidding cost parameters of each microgrid in the selection of cost function in Microgrid 1 can be obtained as shown in Table 7 . Considering the load of 160 MW and 280 MW respectively, we can see how to choose the optimal bidding strategy for microgrid 1. The results at a load of 160 MW are shown in Figures 6 and 7 , and the results at a load of 280 MW are shown in Figures 8 and 9 . It can be seen that whether it is a different market demand situation or a different cost function bidding strategy can get a suitable quotation and output. In addition, from Figure 6 , we can see that the higher the bidding strategy is, the higher the bidding price will be. However, the output is not the same rule, and the output is the highest when the medium bidding strategy is adopted. From Figure 7 , we can see that the profit is the highest when using the medium cost function. Similar conclusions can also be drawn from Figures 8 and 9 . Therefore, before participating in electricity sales, producers can optimize the internal generation plan of the microgrid according to the guidance of bidding strategy, so as to promote the stable operation of the microgrid and maintain higher revenue. To further illustrate the effectiveness of the improved Bayesian algorithm proposed in this paper, we compare the general method (Guessing probability in Table 4 ), the actual situation (accurate probability in Table 4 ), and this study (the probability based on Bayesian calculation in this paper). Similarly, when the demand for power supply is 160 MW, the detailed comparison of bidding strategy and revenue is shown in Table 8 . It can be seen that the general estimation method can easily lead to excessive electricity production, thus preventing the actual income from reaching the calculated income, but because of excessive electricity production, the production cost is seriously increased. The method of bidding strategy proposed in this paper is closer to the actual situation than the general estimation method, and can provide effective guidance for producers. 
Analysis of Microgrid Transaction Settlement Process
After the microgrid gives its own quotation information through our proposed bidding strategy, the purchaser can initiate a transaction on the Hyperledger Fabric platform according to their needs. In order to complete the exchange of electricity purchase costs and digital certificates of electricity sales, this paper proposes that the digital currency Electricity Energy Coin (EEC) is issued by a third-party trusted token issuing institution. The EEC can be circulated as shown in Figure 10 . The specific settlement process is as follows: 
Identify users of the joined Hyperledger Fabric network
In order to ensure that the users participating in the microgrid transaction are real and reliable, the member services provided by Hyperledger Fabric can filter whether users can join to avoid maliciously disrupting the market order.
Issues the appropriate amount of EEC
According to the specific needs of the market, the token issuing institution issues the EEC, and each user can buy and sell the EEC as shown in Figure 10 .
Customers initiate EEC transfer transactions to purchase electricity
In order to purchase electricity, the customer needs to first check whether his EEC is sufficient. If it is insufficient, he needs to purchase enough EEC from the coinbase. Then select a power seller to match, and transfer the EEC through the Hyperledger Fabric in exchange for power supply. After the Hyperledger Fabric verifies the transaction information structure integrity check and the endorsement strategy, the Order node sorts the transactions, constructs the blocks, and finally adds them to the ledger of each peer node to complete a transaction.
Conclusions
Nowadays, the scale of microgrid is growing, and how to establish a complete microgrid trading platform is particularly important. In this paper, Hyperledger Fabric, the current frontier blockchain technology, combined with bidding strategy, provides an important reference value for the use of block chain technology to solve microgrid market transactions.
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